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WHY CYBERSECU RITY MATTERS FOR GOVERNMENTS

"ﬁ NBC NEWS Hac SHARE & SAVE see
~ Cyberattacks on state and local governments rose

 Hackers have taken down dozens of 911 [REREEEshe CIS report

New survey results from the Center for Internet Security found that all types of attacks
against government agencies increased in frequency last year.

centers. Why is it so hard to stop them?

Lhc New Lorl\ umcs
China Is Targetlng US. Inﬁastructure € Business Markets Tech Media Calculators Videos

and Could ‘Wreak Chaos,’ F.B.1I. Says _
In testimony before Congress, Christopher A. Wray, the agency’s Alabama State and CIty gove rn m ents

director, said Beijing was preparing to sow chaos if disputes with g ra p p I e wit h pai r Of cybe r i n cid e nts

the United States flared into conflict.

Local governments in Colorado,
Pennsywania and Missouri dealing Medicaid, SNAP Could Become Key Cyber

CYBERSECURITY INFRASTRUCTURE SECURITY Attack Targets

with ransomware . . .
U.S. Cou nty Files Disaster Declarationin Anew report predicts cyber attackers may increasingly target federal
Wa ke Of a Devastating Ransomware services that support residents’ basic needs, aiming to disrupt U.S. society,
spark panic and foment distrust in government.
Attack X
B e o T S S n— NEWS
= 1Q.WJAR e @D

| Emergency services a likely target for

cyberattacks, warns DHS

by NBC 10 NEWS Ransomware attacks in particular threaten to disrupt services.

New Bedford Police Department hit with ransomware attack
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CURRENT OHIO COMPREHENSIVE CYBERSECURITY PLAN
GOALS

Improve cyber intelligence sharing across local, state and federal organizations

Expand Ohio Persistent Cyber Improvement (OPCI) - 3 levels of training, cyber assessments and table-top
exercises for local governments

Whole-of-State cyber capabilities and resiliency
Improve cybersecurity across state agencies

Update and test the Ohio Cyber Incident Response Emergency Operations Plan with state and local governments



WHOLE-OF-STATE APPROACH

Local Gov
Ohio Persistent Cyber Improvement Program (OPCI) Training
* Local government cybersecurity training and assessment Program
program. Operated through the University of Cincinnati State (OPCI) Cvber
Ohio Cyber Range Institute. Agency Inteération
Ohio Cyber Integration Center (OCIC) Security Center

« The OCIC is a fusion center that shares cyber intelligence Overhaul (0CIC)
and coordinates incident response for local governments.

Local Government Cybersecurity Software Grants
e Our S7 million grant program recently closed. Awards to

be announced. Ohio

* Highly encouraging "collective defense" communities. Digital Lé)cal
Ohio Cyber Reserve Academy o Or:/t
 Currently, 177 reservists. We expect 200 reservists by the (ISLLY ants

end of the year.
Ohio Cyber Range Institute
* Training platform for cybersecurity students and
professionals, like a law enforcement training range.

Cyber
* Trained 28k+ Ohioans through its statewide ecosystem of Reserve

19 regional programming centers (generally, higher ed
=571 institutions).
e



COLLECTIVE DEFENSE

What is Collective Defense in Cybersecurity?

Collective defense is a cybersecurity strategy where multiple organizations work together to protect against common threats. In the context of

local governments, it involves sharing resources, intelligence, and best practices to build a stronger and more unified defense against cyber

attacks.

By adopting a collective defense model, local governments can significantly enhance their

cybersecurity posture and build a more resilient digital infrastructure.

CyberOhio Offers a variety of resources to help you implement this model.

Key Components of Collective Defense

Coordinated
Response: By
collaborating, local
governments can
coordinate responses
to incidents, ensuring
faster and more
effective containment
and recovery.

Shared Threat
Intelligence:
Participating entities
exchange information
on emerging threats,
attack patterns, and
vulnerabilities,
enabling proactive
defenses.

Unified Security
Policies: Collective
defense encourages

the adoption of
standardized security
policies and protocols,
enhancing
consistency across
different jurisdictions

Resource Pooling:
Municipalities share
cybersecurity tools,
expertise, and
training, optimizing
resource usage and
expanding
capabilities.

Benefits of Collective Defense

Enhanced
Protection:
By sharing
knowledge
and
resources,
local
governments
are better
equipped to
detect,
prevent, and
respond to

cyber threats.

Cost
Savings:
Pooling
resources
reduces
individual
costs, making
advanced
cybersecurity
MEENIES
more
affordable.

Greater
Resilience:
Together,
local
governments
Createa
stronger and
more resilient
cybersecurity
network.




BEST PRACTICES & ACTION PLAN

Complete a Cybersecurity Assessment

« Understanding what your vulnerabilities are is crucial to charting a way forward.
* Coordinate with your county to get an assessment done through the O-PCl program.

Close gaps with training and resources

+ Use the OPCI program to learn and train for preventing cyber-attacks.

« Apply for grant dollars through the Local Government Cybersecurity Grant program to fill
any gaps found.

Create a response plan for a cyber-attack

» What processes do you need to have in place to function?
« Reference the State Cyber Emergency Response plan.
« Coordinate with your county EMA to create a plan specific to you

Test your plan with a tabletop exercise

« Participate in a tabletop exercise with your county through OPCI or CISA.
« Identify further areas for improvement
+ Repeat!




LOCAL GOVERNMENT CYBER GRANTS

The Infrastructure Investment and Jobs Act (1IJA) included provisions for SLCGP (State and Local Cybersecurity
Grant Program) to address cyber risks and threats to the information systems of state, local, or tribal
governments. State of Ohio is matching with over $10 million in-kind contributions.

Round 1: $7million - Closed in September

Round 2: Estimated $5 million - Spring 2025
Helping local governments purchase cybersecurity
software, transition to a Dot Gov, and targeting
collective defense arrangements

Local government cybersecurity grants (Helps Defend and Recover)

Local government Dot Gov Domain Transition (Protects Websites and
Prevents Fraud)




DEEP DIVE : OHIO PERSISTENT CYBER IMPROVEMENT (OPCI)

LOCAL GOVERNMENT CYBERSECURITY ASSESSMENT & TRAINING

Ohio Persistent Cyber Improvement (O-PCl) Purpose

Supporting local government entities and their staff in all of Ohio’s 88 2024 2025

counties in building and sustaining their capacity to anticipate, adapt,
withstand and, when necessary, recover from cyber aggression.

Hocking (Live) Summit
Delivered at no cost to Ohio-based Local Government Entities (LGE) Jackson (Live) Knox
Funded through the Cybersecurity and Infrastructure Security Agency (CISA) ety Henry
and the State of Ohio. Morrow (Live) Union
Persistent Cyber Improvement Model Includes a blend of online, hybrid, Tuscarawas (Live) Washington
and in-person modules that are tailored to local government entities of all Miami (Li Butler
sizes as well as to the range of organizations that have a strong iami (Live) Athens
cybersecurity posture and those that are actively developing in this critical Lucas  Cuyahoga
space. :
, City of Akron ~ Hamilton
« Over 1,797 local public employees currently Mahoning

receiving training in 5 counties. Clermont

« 25 hours of training content created.

« 42 Local Gov. Entities (25 counties) in the
pipeline (40k employees serving 5.5+ million
Ohioans)

 Future: Recruiting counties and seeking additional
funding through biennial budget process.

Lake
Morrow
Medina
Ross
Stark
Mercer

Geauga
Fairfield
Holmes
Portage
Ashtabula
Scioto
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CYBER INCIDENT RESPONSE

Cyber Incident Response for local government
entities and critical infrastructure is now
coordinated through the "new" Ohio Cyber
Integration Center.

Internal Cyber Incidents are coordinated with the
Office of Information Security and Privacy.

Staffing for the OCIC is in process:
* Four hired employees from Ohio Homeland Security
* One hired from the Adjutant General’s Office.

* A manager hireisin process and three more Cyber
Analysts to be hired by Ohio Homeland Security

* Total staff will be 10 by this time next year.

The Ohio Cyber Integration Center formally opensin
2025, but it is being built and run today.

STATE CYBER INCIDENT RESPONSE

INCIDENT

Victim Notifles OHS-STACC
(STACC Analyst)

OHS-STACC Initlates Report
and Assigns Case #
(STACC Analyst)

Public or Private?
(STACC Analyst)

to Critical

Report Cyber Incidents:

+ Online: homelandsecurity.ohio.gov/tips

+ Email: SAICCyber@dps.chio.gov

« Phone: 614-387-1089

STACC Conducts
Analysls [ Assessment |
Informatlon Gathering

(STACC Analyst)

Infrastructure?
(STACC Analyst)

OHS Requests AARs:
- Victim
- STACC

- Responding Entlty

Disseminate Final Disposition
to Stakeholders & Partners
(STACC Analyst)

OHS Submits STACC Report
to Stakeholders & Partners/IR
Team Motificatlon As Needed
(STACC Analyst)

Response/Recovery

-Private Sector

Galn Verbal Orders of
Commanding Officer (VOCO)
Approval as Needed



CRITICAL INFRASTRUCTURE

+ Coordinating with Ohio EPA on surveying licensees and grants.
Water and + Coordinating with Cyber Reserve on assessments.
Wastewater + Education and outreach to water and wastewater associations.

Systems « Submitted Cybersecurity water action to the White House Director of Critical
Cyber Infrastructure.

Working with the Ohio Electric Cooperatives to build shared
cybersecurity services and a self-assessment model.

Coordinating with the DPS critical infrastructure office to
build out assessment capability.

Critical Initiated first (and free) cybersecurity assessment of 6 Next

Communications Gen 911 operators.
& Emergency Working with DAS MARCS and 911 to secure systems.

Services

« Created a formal pre-election cybersecurity coordination network.

. « Group includes Secretary of State, U.S. Cybersecurity, Infrastructure
Elections and Security Agency, and several State of Ohio agencies, such as DAS.

o

Building a regular
assessment
mechanism of the
most vulnerable
critical
infrastructure
sectors.
Creatinga
mechanism for
state-level breach
reporting.
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THE OHIO CYBER

RESERVE S
Q fige * *
. A volunteer
* The Cyber Reserveis on ] firefighter -
Members are
track to have 200 members called up in a style org.
by the end of the year cyber made up of
. emergency to t.ra.lrled
Suppgrt the CIVIlIanS
* Like a fire department, it’s State’s cyber
. . esponse effort
important to involve the
. . Volunteers are
Cyber Reserve quickly, if they vetted with
appropriate
are needed. background

checks, training
requirements.

* The Cyber Reserve is not
formulated to be the first
line of defense.

* It'simportant that you have

your “smoke alarms,” “fire .
extinguishers,” and “fire The Cyber Reserve’s regional teams are
’ available to support you in a cyber

hydrants ) emergency.

o



CYBER.OHIO.GOV: RESOURCES ARE AVAILABLE
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CyberOhio exists to connect you to resources and help you
navigate the cybersecurity world.

Several State of Ohio Agencies have resources and support
available:

Ohio Department of Public Safety, Department of
Homeland Security

Ohio Adjutant General’s Office, Cyber Reserve and Ohio
Cyber Range Institute

Connect with us at:



mailto:CyberOhio@Governor.ohio.gov
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